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Appendix A-4

1. Background

1.1. Internal Audit issued a report of Sundry Debtors on 10/04/18.  The scope of the audit was to provide assurance over management’s arrangements 
for governance, risk management and internal control for:
 Raising of invoices;
 Allocating cash receipts to invoices;
 Recovery of debt; and
 Write off procedures.

1.2. Commencement of the original audit was delayed due to the cyberattack in August 2017.  During the course of the internal audit, there were 
instances whereby the work undertaken was impaired by the availability of information. This had a bearing on the audit findings.  The areas affected 
were:
 The cyberattack at the end of August 2017 had a major impact on the Council’s Financial Management System (Total Finance), including:

o Access to the system itself was lost and full functionality was still being restored.  There were ongoing problems with the interfaces 
between the feeder systems (Sage, Civica cash receipting and Academy).  In addition files were subject to daily review and manual 
uploading;

o Payments received via the Civica cash receipting system were unable to be uploaded into Total Finance from September 2017, creating 
a backlog which had only been cleared at the beginning of March 2018;

o The issues meant payments received were not allocated to individual Debtor accounts and so the normal recovery process for pursuing 
outstanding debts (such as issuance of Reminder and Final Notice letters) had to be put on hold.

 Based on the limitations, the Internal Audit Manager, Director of Commercial and Corporate Resources (S.151 Officer) and the Audit and 
Governance Committee agreed to limit the scope of this audit.  Further testing, which includes full coverage of the original scope, is included 
in the 2018/19 Internal Audit Plan. 

1.3. Based on the evidence available, the audit concluded that the controls in operation provided Partial assurance.
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1.4. Improvements were sought in the following areas:
 Finance Business Continuity Plan; 
 Debt Recovery Handbook; 
 Sundry Debt Write Offs;
 Scheme of Delegation for Sundry Debtors; and
 Bank Reconciliations and Feeder Systems.

1.5. Internal Audit has recently undertaken a follow up review with the aims of:
 Providing an update to senior management and the Audit and Governance Committee on the full implementation of actions to address each 

recommendation.  The review checked whether controls are working effectively to mitigate the risks previously identified; and
 To complete the scope areas not covered in the original Sundry Debtors audit.

1.6. However, Internal Audit was unable to carry out further testing on the recovery process because of issues within Total Finance.  The areas affected 
were:
 The job within Total Finance to produce reminder letters for outstanding debts did not work when the system was restored as the job was 

pointing at old servers from pre-cyberattack.  This problem took a number of months to rectify and meant that the Total Finance system was 
not issuing the usual standard reminders for outstanding Sundry Debtor payments;

 It was then identified that the Total Finance system would not store the details of the reminder within the system and so the Recovery 
section have been unable to send out reminders as there would be no record held in the system.  The software provider have been looking at 
this issue since before the Christmas break and a solution remains outstanding (as at 19/02/2019).  Steps are being taken to escalate this 
issue as the Revenues section will soon be entering the annual billing period for Council Tax and National Non-Domestic Rates; and

 The Billing and Recovery Team Leader has stated that they have carried out their own recovery process throughout, contacting customers by 
telephone and sending their own correspondence from outside of the Total Finance system as a workaround.  There are approximately 700 
reminders to be issued as soon as the system issues are resolved.

As such, the proposed Internal Audit testing of recovery is on hold and consideration will be given to including this review in the 2019/20 Internal 
Audit Plan.
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2. Audit Approach

2.1. Follow up Methodology

2.2 The Internal Audit follow up process involved obtaining an update statement from management and then undertaking testing as necessary to 
confirm the implementation of agreed actions and that controls are working as intended to mitigate the stated risk.

2.3 As audit testing is restricted to a sample basis and audit assurance is not absolute.  It is the responsibility of management to continue to monitor 
the effectiveness of internal controls to ensure they continue to operate effectively.

3. Assurance Opinion

3.1. Each audit review provides an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion, which may be applied. Appendix A 
explains and defines each assurance level for this report.

3.2. Where the outcomes of the follow up confirm the successful implementation of agreed actions and that controls are working effectively, the 
Internal Audit assurance opinion may be revised from that provided by the original audit.

3.3. From the areas examined and tested as part of this follow up review we consider the current controls operating within Sundry Debtors provides 
Partial assurance.

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.

4. Summary of Recommendations and Audit Findings 

4.1. There are three levels of audit recommendation.  The definition for each level is explained in Appendix B. 
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4.2. Internal Audit followed up five audit recommendations from the previous review.  From the testing undertaken, there is insufficient evidence 
that adequate development has taken place to allow audit to provide an improved assurance rating.  Section 5 of this report summarises matters, 
including those areas, which still require further action.

In summary:
 One recommendation has been fully implemented;
 Three recommendations are partially completed and require further action to fully address the risk exposure; and
 One recommendation remains as Overdue.

4.3. Recommendations which have been fully implemented:

 The previous problems with the feeder systems interfaces with Total Finance have been resolved and the interfaces are monitored on a daily 
basis. 

4.4. Recommendations which have been partially implemented: 
 The Finance Business Continuity Plan has been updated to reflect the current staff in post, but it has not been reviewed in full to incorporate 

succession planning or the lessons learned by the recent cyberattack; 
 The Debt Recovery Handbook has been updated and approved, but training has not been provided to Debtors Clerks on the responsibilities of 

their role; and 
 The level of historical aged debt has been reviewed for Sundry Debtors and write offs have been authorised by the Chief Finance Officer 

(S151) and put forward for action on Total Finance in January 2019.  However, an issue remains that debt write-off is not reported to 
Executive.

4.5. Recommendations which remain Overdue: 
 A Scheme of Delegation has not been put in place for Sundry Debtors.
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Comment from the Chief Finance Officer and Section 151
Specific comments are contained in the body of the report. Progress has been made since the audit and a number of key controls re-
established since the cyber-attack such as the feeder systems interfaces with Total Finance, Debt Recovery Handbook and process for Sundry 
Debtor write offs. There remains some outstanding issues to resolve and these should be rectified over the coming months.

Comment from the Chief Executive
This Audit is to be welcomed, and whilst in one regard it demonstrates the devastating impact of the cyberattack and successive staffing 
changes that have impacted process and improvement.  I am confident that the recommendations that have been addressed during and since 
the completion of the audit and remaining planned improvements, I am confident that all of the issues can be satisfied in short order and have 
invited a further review in 12 months to confirm that is the case.
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5. Matters Arising / Agreed Action Plan

5.1. Management - achievement of the organisation’s strategic objectives.

Audit Finding

(a) Finance Business Continuity Plan
The Finance Business Continuity plan had not been reviewed since March 2014 and during the cyberattack (end of August 2017) Internal Audit were 
present at a meeting where the Finance staff were asked, by the then Finance Manager, to develop the necessary processes to allow for the 
continuation of the Creditors process. This meeting did not reference the implementation of existing business continuity arrangements, but the 
development of a new process (an interim procedure was issued to staff on 08/09/17). 

An additional risk had arisen with the resignation of the Strategic Finance Technician, as that Officer had the technical knowledge of the Total Finance 
system including its administration, system design and troubleshooting remedies.  

  ●  High priority 
AR-F&MIS_353 Review the Finance Business Continuity Plan in full and incorporate succession planning and the lessons learned by the recent 
cyberattack.
Partially Implemented

Outcome from follow up:
The Management response and update statement states that:
The Finance Business Continuity Plan has been updated to reflect changes in the finance team; however, it has not been updated to reflect the lessons 
learned following the cyberattack. The plan has been programmed to be reviewed in March to reflect current working practices and lessons learned 
following the cyberattack. 

At the time of this review testing confirmed the following:
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Although the Business Continuity Plan has been updated to reflect current staff in post, it has not been fully reviewed to incorporate succession planning 
or the lessons learned from the cyberattack. 

As part of the Cash Receipting Follow Up audit it was found that related recommendation AR-C&CR_011 “Management should ensure that sufficient 
business continuity arrangements are put in place to allow for the continuity of the service in the absence of key staff” required further review, as 
changes with job roles within the department had resulted in previous continuity arrangements no longer applying. That recommendation was adjusted 
on 29/01/19 to show as 50% implemented with a note to explain that this is the result of that review.

Recommendation:
Recommendation AR-F&MIS_353 “Review the Finance Business Continuity Plan in full and incorporate succession planning and the lessons learned by 
the recent cyberattack” shows on Pentana Performance as fully implemented on 15/10/18 with the note “Reviewed and updated.”

However, this review has found that although the Business Continuity Plan has been updated to reflect current staff, it has not been reviewed in full to 
incorporate succession planning or the lessons learned by the cyberattack. The recommendation will be adjusted to show as 25% implemented with a 
note to explain that this is the result of this review.

Audit Finding

(b) Debt Recovery Handbook
The Debt Recovery Handbook provides guidance to Officers to “ensure that corporately we all approach sundry debt recovery in a consistent manner, 
that we all know who is doing what task and why that person is doing it.” However, the handbook was last reviewed 2015. Sample testing of five Debtor 
Clerks identified that they were not aware of the Debt Recovery Handbook and had not received training in its requirements. 

●  Medium priority 
AR-F&MIS_354 Debt Recovery Handbook should be reviewed and training provided to Debtors Clerks on the responsibilities of their role.
Partially Implemented
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Outcome from follow up:
The Management response and update statement states that:
A Corporate Debt Recovery Policy was created in 2018 and was agreed at Full Council in September 2018. This document encompasses the recovery 
methods, working practices and legal requirements for the main areas of revenue due to the council. 

At the time of this review testing confirmed the following:
The Corporate Debt Recovery Policy has been revised by the Billing and Recovery Team Leader and presented to the Audit and Governance Committee 
on 08/08/18, Executive on 14/08/18 and Full Council on 14/09/18. Training on the Total Finance Sundry Debtors module has been provided to the Billing 
and Recovery Team Leader, two Revenues Officers, the Trainee Accounting Technician and the Strategic Finance Technician. However, there has been no 
training provided to departmental Debtors Clerks on the revised policy or the responsibilities of their role.

Recommendation:
Recommendation AR-F&MIS_354 “Debt Recovery Handbook should be reviewed and training provided to Debtors Clerks on the responsibilities of their 
role” shows on Pentana Performance as fully implemented on 03/10/18 with the note “The Sundry Debtor Policy went to Full Council at the end of 
September and was agreed.”

However, this review has found that training has not been provided to Debtors Clerks on the revised policy or the responsibilities of their role. The 
recommendation will be adjusted to show as 50% implemented with a note to explain that this is the result of this review.
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5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts.

Audit Finding

(a) Sundry Debt Write Offs
A review of the Total Finance Debtors module indicated that there had not been any Sundry Debts written off since October 2014. However, from 2014-
2017 there were 28 accounts with invoices flagged as “Pending Write Off” and the overall value is £1,305.22. 

  ●  High priority 
AR-F&MIS_355 The level of historical aged debt is reviewed for Sundry Debtors and consideration given to writing off those debts deemed 
unrecoverable or uneconomic to pursue. Any write offs should be reported to the Executive.
Partially Implemented

Outcome from follow up:
The Management response and update statement states that:
Sundry Debt write offs were collated and passed to the Finance team in January 2019.

At the time of this review testing confirmed the following:
The Billing and Recovery Team Leader collated those sundry debts, which were suitable for write off (totalling £12,098), and has gained approval from 
the Chief Finance Officer (S151) on 10/01/19. These have been passed to the Finance team for action on the Total Finance system.

However, Internal Audit have identified that write offs are still not being reported to the Executive in the quarterly revenue monitoring reports. The 
2017/18 Statement of Accounts includes write offs for Council Tax £14k and National Non-Domestic Rates £5k. However, these have not been reported 
to Executive and are not included in the 2017/18 Revenue and Capital Budget Monitoring Report Provisional Outturn report (Executive 20/11/18).

Recommendation:
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Recommendation AR-F&MIS_355 “The level of historical aged debt is reviewed for Sundry Debtors and consideration given to writing off those debts 
deemed unrecoverable or uneconomic to pursue. Any write offs should be reported to the Executive” shows on Pentana Performance as fully 
implemented on 15/10/18 with the note “Completed following agreement of the Corporate Debt Recovery Policy”.

However, this review has found that there remains an issue with write offs not being reported to the Executive, as required by the Financial Regulations 
and Debt Recovery Policy.  The recommendation will be adjusted to show as 75% implemented with a note to explain that this is the result of this 
review.

Audit Finding

(b) Scheme of Delegation for Sundry Debtors
There was no clear guidance in place for the level of authorisation required for raising a new debtor’s account, the cancellation of an invoice or the 
refund of received payments. Neither the Financial Regulations and Financial Procedure Rules nor the Debt Recovery Handbook specifically referenced 
the level of authorisation needed. There was no clear guidance as to the required level of authorisation and Finance Officers currently work to the 
Scheme of Delegation, outlined in the Financial Regulations for Creditors.

The authorisation for the cancellation of an invoice and the refund of payments had previously been required to be the budget holder, i.e. departmental 
Manager. However, the revision of the Financial Regulations and Financial Procedure Rules in April 2015 removed the delegations of authority resulting 
in the audit findings. 

●  Medium priority 
AR-F&MIS_356 A Scheme of Delegation should be put in place for Sundry Debtors, which clearly defines the lines of responsibility for raising new debtor 
accounts, the cancellation of invoices and the refund of received payments.
Outstanding 

Outcome from follow up:
The Management response and update statement states that:
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This action is outstanding; the scheme of delegation will be reviewed to address this and incorporated into the constitution. 

At the time of this review testing confirmed the following:
This recommendation remains outstanding.

Recommendation:
Recommendation AR-F&MIS_356 “A Scheme of Delegation should be put in place for Sundry Debtors, which clearly defines the lines of responsibility for 
raising new debtor accounts, the cancellation of invoices and the refund of received payments” shows on Pentana Performance as fully implemented on 
15/10/18 with the note “Completed following agreement of the Corporate Debt Recovery Policy by Council.”

However, this review has found that the Scheme of Delegation has not been put in place. The recommendation will be adjusted to show as 0% 
implemented with a note to explain that this is the result of this review.
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5.3 Information - reliability and integrity of financial and operational information.

Audit Finding

(a) Bank Reconciliations and Feeder Systems
Reconciliations were usually carried out monthly between Total Finance and the different feeder systems, including Sage (Payroll), Civica (Cash 
Receipting) and Academy (Revenue and Benefits).   However, due to the impact of the cyberattack at the end of August 2017, reconciliations between 
the Total Finance debtor system and income received were found not to be up to date [only completed up to July 2017].

A high priority recommendation was raised by External Audit (Audit Findings - Year ended 31 March 2017 report), with the target implementation date 
of April 2018 and the assigned responsibility to the Finance Manager and Financial Management Technician:

“Ensure that there is a clear timetable in place for the production and review of control account reconciliations. The format of reconciliations should 
enable the nature and validity of reconciling items to be determined, and senior officer review should be properly evidenced.”

As such, Internal Audit did not raise a recommendation in relation to the bank reconciliations, but raised a recommendation on the requirement to 
ensure the interfaces between the feeder systems and Total Finance are working efficiently.

  ●  High priority
AR-F&MIS_357 Management should confirm and test whether the problems with the feeder systems interfaces with Total Finance are resolved and 
work efficiently.
Fully Implemented 

Outcome from follow up:
The Management response and update statement states that:
Monthly reconciliations are all complete to the 31/3/18 and are currently being brought up to date. There is a process in place to bring the 
reconciliations up to date prior to year-end. As part of this process, we are reviewing the format and structure of the reconciliations to improve 
efficiency and effectiveness.
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At the time of this review testing confirmed the following:
Internal Audit will review the status of bank and feeder system reconciliations as part of the Main Accounting System Audit. With reference to the 
Sundry Debtors recommendation, problems with the feeder systems have been resolved and are working normally. The feeder systems are monitored 
regularly and, although there are occasional problems with the Civica cash receipting downloads, these are monitored by the Finance Officer and 
resolved with the assistance of ICT. 

Recommendation:
No further action required.
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Audit Assurance Opinions
There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses 
were identified.

Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable.

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for 
address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present.
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Grading of Audit Recommendations
Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels 
of audit recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control


